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1
Decision/action requested

Agree on the pCR below.
2
References

[1]
3GPP TR 33.899 v0.7.0, Study on the security aspects of the next generation system
3
Rationale
Currently in [1], there is a key issue #13.1 for handovers where security for various handover scenarios are considered. One scenario is when UE moves between EPC and NextGen Core. This pseudo CR proposes to add key issue details, security threats and potential security requirements for inter-working handover from NextGen Core to EPC. 

4
Detailed proposal

***BEGIN CHANGES***
5.13.3
Key issues

5.13.3.1
Key issue #13.1: Security for Handovers 

5.13.3.1.1
Key issue details


This key issue deals with handovers while the UE moves between EPC and NextGen Core. Handover scenarios where the UE moves between different RATs while connected to the same core network are considered in Security area #4 RAN security. 



The following scenarios need to be considered:

- UE moves from EPC to NextGen Core

- UE moves from NextGen Core to EPC

Legacy interworking handover from EPC to UMTS:

At interworking handover from EPC to UMTS, backward and forward securities are achieved as follows [TS 33.401 [y]]: 

-
The source MME and UE derive a confidentiality key CK', and an integrity key IK' from the KASME and the selected NAS downlink COUNT value of the current EPS key security context. The MME and UE assign the value of eKSI to KSI. The MME transfers CK' || IK' with KSI to the target SGSN. The CK’ and IK’ provides 1 hop backward security because the target SGSN has no knowledge of the security keys used in source MME.
-
The target SGSN uses the CK’ and IK’, that was sent by the source MME, as its CK and IK. The source MME knows the CK’ and IK’ used in the immediate target SGSN. There is no forward security. It is recommended though that an operator concerned about the security of keys received from an E-UTRAN of another operator may want to enforce a policy in SGSN to run a UMTS AKA as soon as possible after the handover.
- 
In future handovers from one SGSN to another SGSN in UMTS, the security keys CK and IK are transferred from the source SGSN to the target SGSN and the keys are re-used in the target SGSN. There is no backward or forward security as long as no new AKA is initiated by the network. 
Legacy interworking handover from UMTS to EPC:
At interworking handover from UMTS to EPC, backward and forward securities are achieved as follows [TS 33.401 [y]]: 

-
The source SGSN forwards the security context (CK, IK) from UMTS source system to target MME. The target MME and UE derive a 4G master key‘(i.e. Kasme’) from confidentiality key CK, and integrity key IK received from the source SGSN and a selected NONCE in the target MME. The target MME and UE assign the value of KSI to eKSI. The target MME transfers the NONCE to the UE via the source SGSN. The Kasme’ does not provide forward security because the source SGSN has knowledge of the security keys used in target MME. Due to this there is a strong recommendation in clause 9.3 of TS 33.401 to run an AKA and perform a key change on-the-fly of the entire key hierarchy as soon as possible after the handover if there is no native security context in E-UTRAN.
-
The target MME uses the Kasme’ as its current EPS security context and derives further NAS keys and KeNB from it. The target MME knows the CK and IK used in the previous SGSN. There is no backward security. 
- 
In future handovers from one MME to another MME in EPC, the security keys are transferred from the source MME to the target MME and the keys are re-used in the target MME. There is no backward or forward security as long as no new AKA is initiated by the network. 
Interworking handover from NG Core to EPC: 

It is important for the NextGen systems to maintain or improve (if necessary) the existing protection mechanism in the EPC. Therefore, this key issue concerns the security aspects of the interworking handover from Next Gen to EPC, and the backward/forward security of the security keys.

Interworking handover from EPC to NG Core: 

It is important for the NextGen systems to maintain or improve (if necessary) the existing protection mechanism in the EPC. Therefore, this key issue concerns the security aspects of the interworking handover from EPC to Next Gen, and the backward/forward security of the security keys.






5.13.3.1.2
Security threats 
Concerning the Nx interface:
If the Nx interface is not confidentiality protected, an attacker could eavesdrop on the security key and security parameters transferred on the Nx interface.

If the Nx interface is not integrity protected, an attacker could modify the security key and security parameters transferred on the Nx interface.

Concerning the security keys at interworking handover from NG Core to EPC:
If the transferred security key(s) between the source system node (i.e. AMF) and target system node (i.e. MME) do not have the property of backward security, then a leakage and possible misuse of the security key(s) could spread from the target system to the source system. Especially, an attacker would be able to decrypt the previous NAS/AS signalling as well as user plane communication exchanged between the UE and the source NG system. 

If the transferred security key(s) between the source system node (i.e. AMF) and target system node (i.e. MME) do not have the property of forward security, then a leakage and possible misuse of the security key(s) could spread from the source system to the target system. Especially, an attacker would be able to decrypt and modify the future NAS/AS signalling as well as user plane communication exchanged between the UE and the EPS target system.
Concerning the security keys at interworking handover from EPC to NG Core:

If the transferred security key(s) between the source system node (i.e. MME) and target system node (i.e. AMF) do not have the property of backward security, then a leakage and possible misuse of the security key(s) could spread from the target system to the source system. Especially, an attacker would be able to decrypt the previous NAS/AS signalling as well as user plane communication exchanged between the UE and the source EPS system. 

If the transferred security key(s) between the source system node (i.e. MME) and target system node (i.e. AMF) do not have the property of forward security, then a leakage and possible misuse of the security key(s) could spread from the source system to the target system. Especially, an attacker would be able to decrypt and modify the future NAS/AS signalling as well as user plane communication exchanged between the UE and the NG target system.

5.13.3.1.3
Potential security requirements
Concerning the Nx interface:

· This interface shall be protected from modification, replay and eavesdropping. 
Interworking handover from NG Core to EPC:

-
The 4G security master key (i.e. Kasme’) transferred from AMF to MME on the Nx interface shall have the property of backward security.
Interworking handover from EPC to NG Core:
-
This is FFS. 
***END CHANGES***
